A2.1 Information Asset Owner Register

The World Bank recognizes that information is a critical asset and that accountability for its
protection and proper use must be clearly assigned. The Information Asset Owner Register
establishes the framework for identifying and managing Information Asset Ownership within
the Bank. An "Information Asset" is defined broadly to include not only IT systems and
applications but also significant datasets, databases, intellectual property (such as economic
models or research), and business processes that are critically dependent on information.

The concept of an Information Asset Owner (IAO), sometimes referred to as a Data Owner,
is central to this framework. The IAO is typically a senior individual from the business or
functional unit that is primarily responsible for the creation, use, or management of the
information asset. While IT departments (System Owners or Data Custodians) are
responsible for the technical infrastructure and day-to-day operation of systems that store or
process information, the IAO retains ultimate business accountability for the information
asset itself. This distinction is vital: IT manages the "pipes" and "containers," while the
business IAO owns the "water" that flows through them and is stored within.

Responsibilities of an Information Asset Owner at WDB include:
e Ensuring the information asset is accurately identified, described, and registered.

e Assigning an appropriate classification to the information asset in accordance with the
WDB Information Classification Policy (detailed in Section A.5), considering its
sensitivity, criticality, and any legal or regulatory requirements.

e Defining and approving access controls, usage rules, and handling procedures for the
information asset, based on its classification and business requirements.

e Collaborating with the CISO's office and relevant IT departments to ensure that
appropriate security measures are implemented and maintained for the asset.

o Periodically reviewing and reassessing the risks associated with the information asset
and ensuring that mitigation measures are adequate.

e Ensuring that the information asset complies with applicable WDB policies, including
data retention and disposal requirements.

e Approving significant changes to the information asset or the systems that process it.

The Information Asset Owner Register itself is a formal record. The template for this register
draws from established practices and includes fields designed to capture essential metadata
about each asset and its ownership.

Key Table: Information Asset Owner Register

The following table provides a sample structure and fictitious entries for the WDB Information
Asset Owner Register.
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